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System components
OS Services
System Call

System components

Process Management
Main Memory Management
Secondary-Storage Management

[/O System Management

File Management

Protection System

Networking

Command-Interpreter System
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5 K

A7t & 2 (Main Memory Management)

@ MM is a large array of words or bytes, each with its own
address

A repository of quickly accessible data shared by CPU and
[/O devices

A volatile storage device

Maybe the most architecture-specified component of OS

Activities

o Keeping track of memory usage
e Deciding which processes to load
e Allocating and deallocating memory space
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File management

o A file

e a collection of related information defined by its creator.
Commonly, programs & data
o A logical storage unit

@ Activities

File creation and deletion

Directory creation and deletion

Support of primitives for manipulating files and directories
Mapping files onto secondary storage

File backup on stable (nonvolatile) storage media
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System components
OS Services

|/O management

@ |/0 subsystem

e To hide the peculiarities of specific hardware devices from the
user

@ Maybe the most complicate component and has largest line of
code (LOCQ)

e Various device

@ Consists of

o Buffering, caching, and spooling
o A general device-driver interface
e Drivers for specific hardware device
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System components
OS Services

Usually disks used to store data that does not fit in main
memory or data that must be kept for a “long” period of
time.
Proper management is of central importance
Entire speed of computer operation hinges on disk subsystem
and its algorithms
Activities

o Free-space management

o Storage allocation

e Disk scheduling
Some storage need not be fast

o Tertiary storage includes optical storage, magnetic tape

o Still must be managed

o Varies between WORM (write-once, read-many-times) and RW
read- write

BAE R G 5
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Command-interpreter system

@ The interface between the user and the OS In the kernel or as
a special program

@ To get the next command statement and execute it

o Example:

Control-card interpreter
Command-line interpreter (DOS)
Shell (UNIX)

GUI

BAE R G 5
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Protection and Security system

@ Protection — any mechanism for controlling access of
processes or users to resources defined by the OS
@ Security — defense of the system against internal and external
attacks
e Huge range, including denial-of-service, worms, viruses,
identity theft, theft of service
@ Systems generally first distinguish among users, to determine
who can do what
o User identities (user IDs, security IDs)

@ associated with all files, processes of that user to determine
access control

o Group identifier (group ID)
o Privilege escalation allows user to change to effective ID with

more rights
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System Call

system programs

ARG

System Calls

Programming interface to the services provided by the OS

Typically written in a high-level language (C or C++)

Mostly accessed by programs via a high-level Application
Program Interface (API) rather than direct system call use

Three most common APlIs are

e Win32 API for Windows,

e POSIX API for POSIX-based systems (including virtually
all versions of UNIX, Linux, and Mac OS X),

o and Java API for the Java virtual machine (JVM)

Why use APlIs rather than system calls?

BAE R G 5
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HAE RS

Example of System Calls

@ System call sequence to copy the contents of one file to
another file

source file } -} destination file

~

- Example System Call Sequence

Acquire input file name
Write prompt to screen
Accept input

Acquire output file name
Write prompt to screen
Accept input

Open the input file
if file doesn't exist, abort

Create output file
if file exists, abort

Loop
Read from input file
Write to output file

Until read fails

Close output file

Write completion message to screen

Terminate normally

.

B
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System Call

system pr

o Consider the ReadFile() function
o Win32 API—a function for reading from a file

relurn value
BOOL ReadFile ¢ (HANDLE £
LPVOID b ,
DWORD b To Read, | parameters|
LPDWORD b ad
VERL? o
function name _ WFOVERLAFPED

o A description of the parameters passed to ReadFile()

HANDLE file—the file to be read
o LPVOID buffer—a buffer where the data will be read into and
written from

o DWORD bytesToRead—the number of bytes to be read into
the buffer

o LPDWORD bytesRead—the number of bytes read during the
last read

o LPOVERLAPPED ovl—indicates if overlapped |/0 is being

used
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System Call

system programs

BAE RGN

System Call Implementation

o Typically, a number associated with each system call

o System-call interface maintains a table indexed according to
these numbers

@ The system call interface invokes intended system call in OS
kernel and returns status of the system call and any return
values

@ The caller need know NOTHING about how the system call
is implemented
e Just needs to obey API and understand what OS will do as a
result call
e Most details of OS interface hidden from programmer by API

e Managed by run-time support library (set of functions built
into libraries included with compiler)

U e
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AP| — System Call — OS Relationship

user application

}7

open ()
user
mode
4{ system call interface
kernel
mode A
L open ()

Implementation
» of open ()
system call

return

B
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Standard C Library Example

e C program invoking printf() library call, which calls write()
system call

#include <stdio.h>
int main ()
{

.
.

— printf ("Greetings");

return 0;

user

mode
—{ standard G library }—
kernel

mode
write () >
T

' write () )
k\system call




System components
IS N ] OS Services

System Call

system programs
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System Call Parameter Passing

@ Often, more information is required than simply identity of
desired system call
e Exact type and amount of information vary according to OS
and call
@ Three general methods used to pass parameters to the OS
e Simplest: pass the parameters in registers
@ In some cases, may be more parameters than registers

e Parameters stored in a block, or table, in memory, and
address of block passed as a parameter in a register
o This approach taken by Linux and Solaris

e Parameters placed, or pushed, onto the stack by the program
and popped off the stack by the operating system

Block and stack methods do not limit the number or length of
parameters being passed

BAE RG]
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X: parameters
for call

load address X -
system call 13

user program

X

register

use parameters

from table X

operating system

code for
system
call 13
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example: process control

e MS-DOS (ML RS)

free memory

free memory

process
command
interpreter command
interpreter
kernel kernel

(a) (b)




FreeBSD (ZA£4%)

System components
OS Services
System Call
/stem pr
[FR?

process D

free memory

process C

interpreter

process B

kernel

S

Fa)
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o JBERARG

o PRy L 13 A7 A5 1
o Message-passing VS. Shared-memory

3.

= Process A
ProcessA | M |
Shared memory
ProcessB | M Process B
2, 1
kernel kernel
(a) M sg passing (b) Shared memory

B
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Different users & Different APP.

| USER1 | ‘ USER2 | ‘ USER3 | o o o USERn
1 [ 1
Compli Assembl Text edit Datab tem D
omp er ssembler ext eairtor atabase SyS em
SYSs. & APPs
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o Not a well-defined structure

o Started as small, simple, and limited systems
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Example: MSDOQOS

@ Example: MS-DOS, written to provide the most functionality
in the least space

e Not divided into modules
o The interfaces & levels of functionality aren’ t well separated

@ App. can access the basic |/O routines
o Limited by hardware Intel 8088, no dual mode & hardware
protection

Application program

Resident system program
MS-DOS device drivers l

ROM BIOS device drivers

MS-DOS structure
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System-call interface to the kernel

Kernel interface to the hardware

System
programs

Kernel:

a large
number of
functions for
one level




B RGN G AT 1R R 454

BEERAL S

o BHEMKMIF REAMIRRE, — KWL L MEAE RGBT
KA T #srtkigit s

o B2 75 XU T LA 10 DL SR P 075 R A
o TE—SERLE L ARG THRAE RGN AT 4

o LB UNIXE

BAE R G 5



miscellaneous
modules

scheduling
classes

kernel

STREAMS
modules

core Solaris

loadable
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executable
formats
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application application application

‘ Application-programming interface API extension

Fewer layers,
more functionality

Subsystem ‘ ‘ Subsystem ‘

System
kernel ®  Memory management
®  Task dispatching
® Device management
Divice driver | Divice driver | Divice driver Divice
I

0S/2 is a descendant of MS-DOS that adds multitasking & dual-
mode operating, ...
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Example

o WA, TRAEN

‘Windows NT C/S structure
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@ A virtual machine takes the layered approach to its logical
conclusion.

@ It treats hardware and the OS kernel as though they were all
hardware

@ A virtual machine provides an interface identical to the
underlying bare hardware

@ The OS creates the illusion of multiple processes, each
executing on its own processor with its own (virtual) memory

@ The resources of the physical computer are shared to create
the virtual machines

o CPU scheduling can create the appearance that users have
their own processor

e Spooling and a file system can provide virtual card readers and
virtual line printers

o A normal user time-sharing terminal serves as the virtual
machine operator’ s console




processes

kernel

hardware

(a)

programming/
4w~ interface

processes
processes
processes
kernel kernel kernel
VMA1 VM2 VM3

virtual-machine
implementation

hardware

(b)
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VMWoare Virtual Machine

application application application application
guest operating guest operating guest operating
system system system
(free BSD) (Windows NT) (Windows XP)
virtual CPU virtual CPU virtual CPU
virtual memory virtual memory virtual memory
virtual devices virtual devices virtual devices

virtualization layer

|

host operating system
(Linux)

hardware

CPU ‘ memory ‘ 1/0 devices




Java Virtual Machines

Java program
e class loader -t
- -
Java
terpreter

v

host system
(Windows, Linux, etc.)
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Describe three general methods for passing parameters to the operating

@ system.

What are the two models of interprocess communication? What are the
strengths and weaknesses of the two approaches?

*]

o iy 6Bl 3.6, 3.7, 3.8, [HIZ>] R —(13.15
EEYE. R B TRGECENR: 2.6, 2.7, 2.8, 2.9, 2.10,
[F]Z5 Exercises 2.9, 2.12, 2.13
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